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Wave: A New
Family of

o Code-based Signatures
Functions Based ® Stern Zero Knowledge Protocol 93" + Fiat-Shamir transform 87
O:hiomzs Long signatures ~ ©(\?) bits &
D.ebris-AIazar.d.
':'I'?IJ:{?E:EQT: e KKS [Kabatianskii, Krouk, Smeets] 97', &~ Schnorr signature
At best one-time &
[ ]

CFS [Courtois, Finiasz, Sendrier] 01', hash and sign,
Poor scaling, key several gigabytes for 128 bits of security

RankSign [GRSZ] 14', hash and sign (rank metric),
Broken by a polynomial time attack &

No code-based signature in the NIST-PQC round 2

@: Durandal [ABGHZ] 19’ Eurocrypt (rank metric),
Schnorr-Lyubashevsky signature

Leakage-freeness not proven &
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Results
A code-based “hash-and-sign” ;

Security reduction to two NP-complete problems in coding
theory:

® Generic decoding of a linear code;
® Distinguish between random codes and generalized permuted
(U, U + V)-codes.

We follow the lattice-based strategy of
Gentry-Peikert-Vaikuntanathan (GPV)

— We avoid information leakage

Nice feature: uniform signatures through an efficient rejection
sampling, one rejection every ~ 100 signatures.

Key Size ~3MB, signature size ~900B, signing time = 0.1s,
implementation available at http://wave.inria.fr;
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Full Domain Hash Signature

® 7#(-) hash function,

® f trapdoor one-way function

Easy

Easy with trap.

® To sign m:
Compute o € f~1(H(m)).
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Context

Code-Based One-Way

Function
® | - | denotes the Hamming weight

® H matrix over Fy; with n — k rows and n columns

® w an integer (weight)

One-way in code-based crypto. is:

fun: {e€Fl:le=w} — FI°F
e — HeT

To hope f, n surjective, choose w big enough

w > (1+ €)wgy where ¢" K~ (" )(q — 1)"e

wev

Typically we expect an exponential number of pre-images...
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Gentry-Peikert-Vaikuntanathan
(GPV) Approach

Add properties to f, n: preimage sampleable function!

o & means uniformly picked,

e S, words of Hamming weight w.

© Trap. algo: Vs, e + fw_ii(s) distributed as e & S, N fw_,ﬂ(s)
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Context

Gentry-Peikert-Vaikuntanathan
(GPV) Approach

Add properties to f,, n: preimage sampleable function!

o & means uniformly picked,

e S, words of Hamming weight w.

. -1 o $ -1
(1] I ap- algs. 5—¢€ iW,H(S) distributed-as—e §W WHES)'

We relax to: £, (sunf) & S,, for s*"f uniformly distributed.

— Enough for a security reduction in the ROM

@ fy, n1(e) uniformly distributed when ed S,
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Decoding with
Our Trapdoor

Prange Algorithm

Given: H ¢ an_k)xn and s uniformly distributed over IFZ*";

Find: e € Fy such that (i) e[ = w and (ii) He =s'.

— Linear system with n unknowns > n — k equations

/ "
S

e

n — k symbols

k symbols (to choose, guide the weight)
(Uniformly Distributed)

exponential polynomial exponential
| | > W

0 Sln—K) K+ S (n— k) n
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easy with our trapdoor

Decoding with
Our Trapdoor
Leakage-Free _
Signatures hard Weasy easy We—:sy hard
I f I I » W
T T T ¥ >
0 - +
Wyv Wuv
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Decoding with
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Our Trapdoor (1)

n
2 —k
We use special matrices: Hsecé < HHU HO ﬁ 2;2 kt
—Hy v _
—>
n/2

where Hy and Hy are random!

To hide our trapdoor: P permutation, S invertible and

Houb 2 SHeecP © public

Security Assumption: Distinguishing Hyup/random matrix (same
size) is computationally hard.

Proposition

The underlying decision problem is NP-complete.
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Our Trapdoor (1)

Let,
e=(ey,eu+ev) ; s=(su,sv)
Hyel, = s},
HseceT =57 «— { HU l‘lJ _ li'j
vey =Sy

ku + kv = Ncols(Hsec) — Nrows(Hsec)
ky = Ncols(Hy) — Nrows(Hy) and ky = Ncols(Hy) — Nrows(Hy/)

— Prange directly on Hgec chooses ki + ky symbols of e but here ey
appears twice (ky > ky)...
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Our Decoder

Final error e = (ey,ey + ey) € Fy of shape:

. . _ 1
Given any valid ey = ’ ey
ku no control
ey = ’ gShoose E;;;;;;;;ﬁx;;;x;:
U V177777777777 77777)
— choose  [7777772,2,2,20404)] achoose | ol [40000000000000000
e = 100000000000000000) € “+ ey, Viiiiiiiiiil

To reach an error of maximum weight

choose
0
® Choose ky symbols e5°°%(/) s.t: (1) # .
U sy ( ) { <l:Jhoose(l) +ev(/) # 0

— Possible as we work in IF, with g > 3

— We gain by choosing 2ky > ky + kv
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Leakage-Free Signatures

easy with our trapdoor

hard - + hard
Weasy easy Weasy

- +
Wuv Wuv

1
no leakage with our trapdoor

We will now work with g = 3.

f— W
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Leakage-Free Signatures

A . it : :
BN = (3", ") signature, "™ =(ey,e,) unif word of weight w.

€ 2

sen _ ey

eSgln =€y e
1 — 1
sgn sgn sgn
{ e2g =ey+ey { e2g — elg = ey

We would like,
sgn eunif

In a first step we want,
ey ~ ey —e; where ey = Prange(Hy,sv)
First approximation, distribution of Prange algorithm, only function
of the weight:

P(Prange(-) = x | [Prange(-)| = |x|) = m

[ — Uniformity property is enough [ey| ~ Je; — e1] |
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Guide the Weight of e\

® We first look for E(Jey|) = E(|ex — e1]) where e'nf é(el,ez)

ey = ey ‘ ey ‘
ky symbols n/2 — ky symbols

e ¢, follows a uniform law over Fg/sz: E(lel)|) = 2(n/2 — kv)

® ¢, can be chosen.

—ky is fixed as: E(le},|) + 2(n/2 — kv) = E (Jex —e1])
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proba

0.025

0.02

0.015

0.005

Rejection Sampling

bility

—— Prange
- = - Uniform

L
500

P(accept) = mjn

J

P(lev| =)
P(lex —e1| =)

weight
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Rejection Sampling: Tail

probability

2e-3

1.5e-3

'
’
’
’

—— Prange
= == Uniform

il ! . weight
550 555 560 565

- P(lev[ =)
P(accept) = min ——————
(accept) i P(lex —e1| =)
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2
ey

ky symbols n/2 — ky symbols

° e’\’/ follows a uniform law: its variance is fixed,

Leakage-Free
Signatures

Choose the weight of e, as a random variable!
E(lel )+ 5(n/2 = kv) = E(le; — 1)

® |e| st
le},| high variance!
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Rejection Sampling

probability
~
[
0.025 - ! \
' \
[ \
f \ ——— Prange
1 1 == = Uniform
I v
0.02 | K \

0.015 -

0.005 -

weight

a

P(lev| =)
i P(lex —e1| =)

P(accept) = mjn
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Non-Uniformity of Prange

P(Prange() =x | Prange(0)| = )=

Given H € F{" ¥ and s € FJ ¥ find e € F} s.t HeT =sT.

— Linear system with n unknowns > n — k equations

eihoose Unif. Distrib.

k symbols n — k columns where H invertible

:only ~.
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Non-Uniformity of Prange

1

P(Prange(:) = x | |Prange(:)| = |x|):m :only &.

Given H € FY" ™" and s € F1~* find e € FJ s.t HeT =sT.

— Linear system with n unknowns > n — k equations

| e‘ih°°se Unif. Distrib.

k symbols n — k columns where H invertible

choose

|e1 ‘

k —d symbols  n— k + d columns where H of rank n — k

true with proba. ~1 —1/39
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Non-Uniformity of Prange

P(Prange(-) = x | |Prange(-)| =

1
M= =

Given H € FY" ™" and s € F1~* find e € FJ s.t HeT =sT.

— Linear system with n unknowns > n — k equations

: only ~.

choose
| 1

Unif. Distrib.

k symbols

n — k columns where H invertible

choose
|«

|

k —d symbols  n— k + d columns where H of rank n — k

d coordinates
—

true with proba. ~1 —1/34

esoo |Unif. Distrib|

Unif. Distrib.

/

Choose a rand. vector

n — k columns where H invertible
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Reaching Uniform Signatures

Let e8" be a signature, "™ be a uniformly distributed error of
weight w. We have for P, Q polynomials and A statistical. dist.

Pty (A(esgﬂe““”) > Q(d)3“’/2) < P(d)3792.

We can improve d/2 — d

We also prove:

A(Hpupe',s") negligible where ed S, and s””if&]Fg’_k

22/23



Wave: A New
Family of
Trapdoor
One-Way
Preimage

Sampleable

Functions Based

on Codes

Thomas
Debris-Alazard,
Nicolas Sendrier
and Jean-Pierre
Tillich

Leakage-Free
Signatures

Conclusion

® The first code-based “hash-and-sign” based on NP-complete
problems that follows the GPV strategy;

® Scalability of the scheme (in bits):
signature length = 1056\ and  keySize = 1565)2

Ongoing Work:
® Algorithms to distinguish permuted generalized
(U, U + V)-codes and random codes: currently decoding

algorithms;

® Hope to remove the rejection sampling
— Many degrees of freedom in the Prange algorithm!
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Conclusion

® The first code-based “hash-and-sign” based on NP-complete
problems that follows the GPV strategy;

® Scalability of the scheme (in bits):
signature length = 1056\ and  keySize = 1565)2

Ongoing Work:

® Algorithms to distinguish permuted generalized
(U, U + V)-codes and random codes: currently decoding

algorithms;

® Hope to remove the rejection sampling
— Many degrees of freedom in the Prange algorithm!

Thank You!
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