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This work

Analogies (definition, proposition, theorem) from Lattices to Codes
via an algorithmic approach (LLL)

We propose a reduction theory for codes (LLL-reduced bases):

1. Proof of bound on codes (Griesmer...)

2. Use to speed-up cryptanalytic algorithms
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This work

Analogies (definition, proposition, theorem) from Lattices to Codes
via an algorithmic approach (LLL)

We propose a reduction theory for codes (LLL-reduced bases):

1. Proof of bound on codes (Griesmer...)

2. Use to speed-up cryptanalytic algorithms

A very good reference to learn about lattices
https:
//homepages.cwi.nl/“dadush/teaching/lattices-2018/
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Lattices
Lattice: £ C R" discrete subgroup

equipped with Euclidean metric || - ||.

Basis of £ (full-rank lattice): B & (b1, ...,b,) such that,

1. Linearly independent (over R),
2. Span L over Z,

L£=Spany(B) E 4> Aby 1 A€
i=1

def .
A(L) = i [l

Aim of reduction: find good bases!
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- - '.. A . '.\:v'.',.- -
Bad Basis Good Basis

1. Why the basis is good or not?
— Invariants of a basis, Babai Algorithm...
2. How to get a good basis?
— Lagrange reduction, LLL algorithm...

5/50



An Algorithmic
Reduction
Theory for

Binary Codes:

LLL and more

Thomas
Debris-Alazard,
Léo Ducas,
Wessel P.J. van
Woerden

Lattice Reduction
Introduction

An Invariant: GSO
LLL Algorithm

Code Reduction
Orthopodality

Babai Algorithm for
Codes

LLL Reduction and
LLL Algorithm for
Binary Code

Griesmer’s Bound
versus LLL

@ Lattice Reduction

An Invariant: GSO

©® Code Reduction

6/50



An Algorithmic
Reduction
Theory for

Binary Codes:

LLL and more

Thomas
Debris-Alazard,
Léo Ducas,
Wessel P.J. van
Woerden

Introduction
An Invariant: GSO

LLL Algorithm

Orthopodality
Babai Algorithm for
Codes

LLL Reduction and
LLL Algorithm for
Binary Code

Griesmer's Bound
versus LLL
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B and B’ are bases of the same lattices if and only if,

det(L)

U eGL,(Z) : B =UB.

def

| det(BBT)| is an invariant of L!
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Gram-Schmidt Ortholpo.
(GSO)
bi,...,b, basis of L.

ba

« def
° ji bl

° PrOJectlon orthogonal to Spang(bj,...,bf ;),

b*d—efﬂ,(b,) where m;(b;) = —Z 12

Jj<i

(b3,...,b}) is not a basis of £... but:
det(L) = H |Ib7|l and Spang(L) = Spang(bi,...,b}).
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det(£) = [[ba| x [[b3[| > -- - x [|b7|
[[o3]] > -+ > [[bR[| ~ ~lball

Orthopodality

— Increase ||b3]|,...,||b%|| to find a short lattice point!

Babai Algorithm for
Codes

LLL Reduction and

LT Admittedly, but...

Binary Code

Quality of a basis <= What can we do algorithmically with it?
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Deb’-lr—i:?:aazsard, P(B* )dif {Z)\ b; : A\j €0, 1/2)} (Babai's Fundamental Domain)
W:ses:IDF:j:as\;an

Woerden

P(B*) tiles the space according to £

introduction 1. L-packing,
Wy L, (x+PENN(Y+PED) =0
ggop;gzlmm = 2. L-covering,
LLL Reduction and £+P(B*):Rn

And?
— Babai Algorithm!
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Babai Algorithm

Algorithm 1: Babai Nearest Plan algorithm

Input : B basis of £ and y € R” (word to “decode”)
Output: e € P(B*) andx € L : y=x+e.
e:=y
x:=0
for i = n down to 1 do
e,b’

=[]

e:=e— kb;

x :=x + kb;

“If i <j then e <— e — kb; doesn’t modify (e, b})"
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Balance GSQO'’s lengths

Babai()
yr—

(x,e) :y=x+e x€ L and e € P(B*)

P(B*) {Z/\ by : A € (—1/2, 1/2)}

le]| small: minimize 1/a"||b}||? with constraint [, ||bf|| = det(£)

— Balance the lengths ||b|| ~ - ~

Aim of LLL: Balance the ||bf||'s

b5l
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Aim of LLL

Balance GSO lengths ||b¥]|'s

— Let us start with lattices of dimension 2
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Theorem (Wristwatch lemma)

Introduction Let L be a lattice of dimension 2. It exists a basis (bi, by) such
An Invariant: GSO

LLL Algorithm th at:

® b, is a shortest vector of L,
Orthopodality

0 Al ® |(by,by)| < 1/2||by||? (will be useful for Hermite constant).

Codes
LLL Reduction and

LLL Algorithm for
Binary Code

— Proof of this theorem by an algorithm!

Griesmer's Bound
versus LLL

Lagrange Reduction.
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Lagrange Reduction

Algorithm 2: Lagrange reduction algorithm

Input : A basis (by; by) of a lattice
Output: A basis (by; bz) as in the Wristwatch lemma.
repeat

Swap by <> by

ko | |

bg — b2 — kbl

until ||by]| < ||bs

Algorithm terminates after O (Iog2 M) steps!
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Woerden The Hermite constant ~, is the supremum of over n-dimensional
lattices L,:

Definition (Hermite constant)

Introduction

An Invariant: GSO e def )\1 (£)2
LLL Algorithm Yn = Sup ’7(5) Where 'y(ﬁ) = —— -
"L, det(£)"/?

Orthopodality

Babai Algorithm for
Codes

LLL Reduction ang For lattices of dimension 2 the Hermite constant is:
Binary Code

—— Yo = /43
— To obtain this: Lagrange reduction!

(Algorithmic proof of 72)
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Thomas
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Léo Ducas, ® 45 < /43 Let (b1, by) Lagrange reduced:

Wessel P.J. van
Woerden

by is a shortest vector of £ and (b1, by)| < 1/2

Rotating/scaling: b; = (0,1) and by = (o, 5):

A(L)/det £ = 1/|a|

Orthopodality

Babai Algorithm for
Codes

LLL Reduction and But OL2 Z 3/4 and then "}/22 S 4/3,

LLL Algorithm for

o [(b1,b2)| <12 «— |B] <12
[bi]| < Ib2f| == 1<a?+p?

Binary Code

® 722 \/#3: Take by = (0,1) and by = (1/3/3,/2).
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LLL Reduced

Ti = T(by,...,bj_1)+

A basis B is LLL-reduced if (7;(b;), wi(b;+1)) is Lagrange-Reduced
for all i < n.

— Enables to balance the profile, i.e: (||bf]]);...

1671l < 72 x [Ibiis [l = v/4/3 X [|bi4
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LLL Reduced

Ti = T(by,...,bj_1)+

A basis B is LLL-reduced if (7;(b;), wi(b;+1)) is Lagrange-Reduced
for all i < n.

— Enables to balance the profile, i.e: (||bf]]);...

1671l < 72 x [Ibiis [l = v/4/3 X [|bi4

Let £; & Spany (mi(b;), mi(bis1)):
M(L)? ||mi(bi)|I? _ mib)ll .
det(L;)  |[lmi(bi)l| x || PFCLJ (mi(bira))l  llmiva(biva)ll —
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LLL Algorithm

While 3/ s.t (mp,;, mi(bj+1)) is not Lagrange-reduced, Lagrange
reduce it...

e Correctness: by definition,

® Termination in poly-time: no details here, need an e-relaxation,
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Codes

Binary Linear Code: C C Fj subspace
equipped with Hamming metric | - |.

Basis of C (dimension k code): B & (b1, ...,bk) such that,

1. Linearly independent,
2. Span C over Fy,

L =C(B) where C(B)d§f Zm;b; :mielFy
i=1

dnin(£) < iy I
ce

Once again, aim of reduction: find good bases!
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Systematic Form

n—k k

3= (A1)

Basis in systematic form is used for:

® Generic decoding, information set decoding,

—k

b;| =~ 5= when B random.

® Finding short codewords,

— Can we find better bases in poly-time?
LLL approach?
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Lattice Reduction

Introduction Use the standard inner product over F5?
An Invariant: GSO .
. Bad idea...

LLL Algorithm

Code Reduction

Orthopodality

No information about the weight...

Babai Algorithm for
Codes

e (x,y) =07 [x+y| =[x+ lyl.

Binary Code

Griesmer's Bound

vt ® |nvariant associated to it?
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An Invariant: GSO

LLL Algorithm Exam p|e:

o 10101
A — [00100] = [10111]
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Griesmer's Bound
Support

Let x € F], its support is defined as:

Supp(x) &' {i € [1,n] : x; # 0} .
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Fundamental Remark:

Thomas
Debris-Alazard,
Léo D 5
Weses:I F:j:“van |X + y| = |X| + |y| - 2|X /\ y|
Woerden
Orthopodality
Introduction
An Invariant: GSO Two vectors x,y € [F] are said orthopodal:

LLL Algorithm

xJ.y(d:ef>x/\y:0.

Orthopodality

Babai Algorithm for

Codes

LLL Reduction and

LLL Algorithm for x | y = |x‘ + |y|
Binary Code

Griesmer's Bound
versus LLL . .
Orthopodal Projection

7ryl:xn—>x/\7.

75~ (x) only keeps coordinates of x in Sup(x)\Supp(y)
(Supp(x) = {i : xi # 0}).
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For lattices:

1
i

For Codes:

Gram-Schmidt
Orthopodalization(l)

orthogonal projection to (Spang(by,. .., b,-_l))L
it x> xA(by V.- Vbi_q)

1

Lattice Code
Spang(-)  Supp(')
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Gram-Schmidt
Orthopodalization(11)

+ def
b = by

® Projection orthogonal to Sup(by,...,b;—_1),

b % 7 (b;) where m(b;)=b; A(byV---Vbi1)

I

An example:

N

EEEE L

L]

[ |
NESNE XX
[ L[] DX XX

b17b27b3 bz_7b3_7b;_

T (x) =x+ > _xAb}

Jj<i
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it Epipodal Matrix

An Invariant: GSO

LLL Algorithm B = (bs,...,bx) be a basis. Its epipodal matrix is defined as
Orthopodality + _ + +

Babai Algorithm for B (bl Yty bk )

Codes

LLL Reduction and
LLL Algorithm for

Binary Code b,td support increment from C(by,...,b;_1) to C(by,...,b;)

Griesmer's Bound
versus LLL
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An Invariant

(by,...,bf) is not a basis of C, but...

> " |bj"| = #Supp(C)

1

where Supp(C) &f {i€[1,n],3ceC,c #0}.

— Increase |b3|, ..., |b}| to find a short codeword!
Admittedly, but once again...

Quality of a basis <= What can we do algorithmically with it?

32/50



An Algorithmic
Reduction
Theory for

Binary Codes:

LLL and more

Thomas @ Lattice Reduction

Debris-Alazard,
Léo Ducas,
Wessel P.J. van
Woerden

Lattice Reduction
Introduction

An Invariant: GSO
LLL Algorithm

Code Reduction
Orthopodality e Code Reduction

Babai Algorithm for
Codes

LLL Reduction and
e Babai Algorithm for Codes

Griesmer’s Bound
versus LLL

33/50



An Algorithmic
Reduction
Theory for

Binary Codes:

LLL and more

Thomas
Debris-Alazard,
Léo Ducas,
Wessel P.J. van
Woerden

Orthopodality

Babai Algorithm for
Codes

LLL Reduction and
LLL Algorithm for
Binary Code

Babai Fundamental Domain

For lattices:

P(B*) & {Z Aibf o A € [0, 1/2)} (tiles the space)
Babai Fundamental Domain for Codes

e . bt
FEOE {yery  vie Al lyabil+TBy() < B}

where (technical):
0 if |p| is odd,

TBp(y) =40 if y; = 0 where j = min(Supp(p)), -
1/2 otherwise.
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Babai Fundamental Domain

For lattices:

P(B*) & {Z Aibf o A € [0, 1/2)} (tiles the space)

Babai Fundamental Domain for Codes

e . bt
FEOE {yery  vie Al lyabil+TBy() < B}

where (technical):
0 if |p| is odd,

TBp(y) =40 if y; = 0 where j = min(Supp(p)), -
1/2 otherwise.

Remark:
\ +

b
If ly Abj| > (y+b)) A bf| <

[b7|
2
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Babai Fundamental Domain

F(BT) tiles the space
1. F(B") is C-packing:

Ve e C\{0}, (c+F(BT)nF(B')=40,
2. F(B%) is C-covering:
C+ F(Bt) =TF3.
Babai Algorithm for Codes:

V.M(c,e):yZC+e,Ceca“de€]:(B+)
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Input : A basis B=(by;...;bk) € ]F’Z‘X" and a target y € Fj
itroduction Output: e € F(BT) such that e +y € C(B)

An Invariant: GSO

LLL Algorithm €< y
for i = k down to 1 do
if e Ab; [+ TBy-(e) > b |/2 then
Babai Algorithm for +
Codes L e+ e+b;
LLL Reduction and
LLL Algorithm for
Binary Code return e
Griesmer's Bound
versus LLL

“If i <j then e < e 4 b; doesn’t modify e A b}’
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An Example

) BT =(\)

b/ 0,...,0,0,1)

(
bi_, =(0,...,0,1,0)

B _ (1;1

We have,
Vi e [2, k], |bﬂ =1.

We add b; (i > 2) to y if and only if,
ly Abf| > |bf]/2 < |yAbf|>1/2 < y; =1

— Prange Algorithm!
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Consequence

Previous Example:
Vi€ [2,k], bj|=1 and |bf|=n—k+1
For Babai to be efficient, we would like:
|bj"| > 1 for as most as possible i € [2, k]

But the invariant...
k

S It =

i=1
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Consequence

Previous Example:
Vi€ [2,k], bj|=1 and |bf|=n—k+1
For Babai to be efficient, we would like:
|bj"| > 1 for as most as possible i € [2, k]

But the invariant...
k

S It =

i=1

More generally, we can prove that Babai will be the more efficient if:

b~ -+ b

— The aim of LLL (as for Lattices)
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Codes of Dimension 2

What is the best “balanced” basis for a code of dimension 27

Lemma (Lagrange Reduced Basis)

For any code C of dimension 2, there exists a basis (b1, by) such
that: 1
|b1| = dmin(C) and |by Aby| < Z|by|

1. We cannot hope better in the worst case
C =C((110),(011))
2. We have:
|bi| <2 x |b]]|
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The Proof

b
/_/H
by =1 1|0 0]
by = | 1 10 0[1 1]
R R
a c
First:
aand b > %(aJr b) : imposible
therefore,

1 1
(|b1/\b2\:a or |b1/\(b1+b2)|:b) < §(a+b):§|b1|
Now, dmin(C) = a+ b < a+ c and < b+ c. Therefore,

lbi|=2c>a+b=|b|
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In the Random Case

by = | 1 10 0[1 1]

\\_____\V,,___,/ \~____\\/,____/’

a C

For a random code: a ~ b =~ c. Therefore,

2|bJ | ~ [b

42/50



An Algorithmic
Reduction
Theory for

Binary Codes:
LLL and more

Thomas
Debris-Alazard,
Léo Ducas,
Wessel P.J. van
Woerden

Introduction
An Invariant: GSO

LLL Algorithm

Orthopodality
Babai Algorithm for
Codes

LLL Reduction and
LLL Algorithm for
Binary Code

Griesmer's Bound
versus LLL

LLL Reduced

B is said LLL-reduced if (m;(b;), 7i(bi11)) is LLL-reduced

Two guarantees:

bf| <2lbf,| and |b}|>1.

Bound on code:

S

Therefore,
[logy(ba)] _ n—k

1
2_2+

N |b1|f

First vector of LLL-reduced of weight ~ (n — k)/2 in the worst case.
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LLL Algorithm

While 3/ s.t (mp,;, mi(bi+1)) is not Lagrange-reduced, Lagrange
reduce it...

® Correctness: by definition,

® Termination in poly-time: no details here, same argument as
the original LLL

— It shows the existence of LLL-reduced bases...
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Shape of LLL-reduced Bases
= Pbl _‘ therefore:

We typically expect |by| = 2

Ib¥| = Q(1) for i = O(log,(n)).

B+ — g 1\) k — log(n)

Babai Prange

A basis of a dimension log(n)-code, we cannot hope typically:

: —k
1. to get codewords of weight < (1 — €)™,

2. to improve Prange’s algorithm by more than a polynomial
factor.
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Griesmer’s Bound

LLL produces (in poly-time) a basis B of C verifying:

n> Z Pbl-‘
But |by] > dhin(C)-..

—nz Z [dm;(C)“ (Griesmer Bound!)

i

® LLL — algorithmic proof of Griesmer,

® Systematic form — proves Singleton (d < n— k + 1)
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Woerden How works the proof of Griesmer?

Introduction — With existential arguments:

An Invariant: GSO

LLL Algorithm Lemma

Orthopodaity Let C be an [n, k]-code and c € C with |c| = dmin(C). Then
cpteime o er € (0) = C At satisfies:

;,;,‘;‘%E}f‘lz o 1. |C')| = n — dmin(C) and its dimension is k — 1,
v 2. dminC’ > [dmin(C)/2].

Proof of 2. as Lagrange-reduced basis!
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In fact Griesmer proves the existence of bases:

Introduction
An Invariant: GSO Definition (Griesmer-reduced basis)
LLL Algorithm

A basis B is said Griesmer-reduced if bfr is a shortest non-zero
o codeword of the projected subcode 7;(C(b;; ... ;b)) for all
Codes i €1, K].

LLL Reduction and
LLL Algorithm for
Binary Code

Orthopodality

Griesmer’s Bound

versus LLL — Direct analogue HKZ-bases for lattice bases!
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Conclusion, what Else?

In the paper:
® Study of the Babai's fundamental domain F(B),
® An hybrid Babai + Lee-Brickell algorithm,
® |Implementations and experiments.

Open questions:

® Duality,
® More bounds (generalized Hamming weight...)
® More algorithms (BKZ,...)
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